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Objectives

e Explain the role of e-mail in investigations
e Describe client and server roles in e-mail

e Describe tasks in investigating e-mail crimes and
violations

e Explain the use of e-mail server logs

e Describe some available e-mail computer forensics
tools

@ Guide to Computer Forensics and Investigations




Exploring the Role of E-mall In
Investigations

e With the increase in e-mail scams and fraud attempts
with phishing or spoofing
* Investigators need to know how to examine and interpret
the unique content of e-mail messages

e Phishing e-mails are in HTML format
» Which allows creating links to text on a \Web page

e One of the most noteworthy e-mail scams was 419, or
the Nigerian Scam

e Spoofing e-mail can be used to commit fraud
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Exploring the Roles of the Client and
Server in E-mall

e Send and receive e-mail in two environments
e |Internet
o Controlled LAN, MAN, or WAN

e Client/server architecture

e Server OS and e-mail software differs from those on the
client side

 Protected accounts
e Require usernames and passwords
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Exploring the Roles of the Client and

Server In E-mail (continued)

— E-mail client

=S

Inbox -

Do you have
— mail for mMe? —

E-mail clients run programs such as
Microsoft Outlook and Novell Evolution

E-mail servers run

E-mail server <€ programs such as

or Sendmail

Exchange, GroupWise,

Yes, here it is.

Figure 12-1 E-mail in a client/server architecture
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4 . . N
Exploring the Roles of the Client and

Server in E-mail (continued)

e Name conventions
 Corporate: john.smith@somecompany.com
 Public: whatever@hotmail.com
 Everything after @ belongs to the domain name

e Tracing corporate e-mails Is easier

e Because accounts use standard names the administrator
establishes
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Investigating E-mail Crimes and
Violations

e Similar to other types of investigations

e Goals
* Find who 1s behind the crime
» Collect the evidence
* Present your findings
» Build a case
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4 S . .
Investigating E-mail Crimes and

Violations (continued)

e Depend on the city, state, or country
e Example: spam
» Always consult with an attorney

e Becoming commonplace

e Examples of crimes involving e-mails
 Narcotics trafficking
 Extortion
» Sexual harassment
 Child abductions and pornography
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Examining E-malil Messages

e Access victim’s computer to recover the evidence
e Using the victim’s e-malil client

 Find and copy evidence in the e-mail

» Access protected or encrypted material

* Print e-mails
e Guide victim on the phone

* Open and copy e-mail including headers

e Sometimes you will deal with deleted e-mails

@ Guide to Computer Forensics and Investigations




Examining E-mall Messages
(continued)

e Copying an e-mail message
» Before you start an e-mail investigation

You need to copy and print the e-mail involved in the crime or
policy violation

 You might also want to forward the message as an
attachment to another e-mail address
e With many GUI e-mail programs, you can copy an e-
malil by dragging it to a storage medium
» Or by saving it in a different location
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Examining E-mail Messages
(continued)
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Figure 12-2 Selecting an e-mail to copy
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Viewing E-mall Headers

e Learn how to find e-mail headers
» GUI clients
e Command-line clients
» Web-based clients
o After you open e-mail headers, copy and paste them into
a text document
 So that you can read them with a text editor

e Headers contain useful information

» Unique identifying numbers, IP address of sending server,
and sending time
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Viewing E-mall Headers (continued)

e QOutlook
» Open the Message Options dialog box
» Copy headers
» Paste them to any text editor

e QOutlook Express

» Open the message Properties dialog box
» Select Message Source

» Copy and paste the headers to any text editor
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Viewina E-mail Headers (continued)
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Figure 12-3 An Outlock e-mail header
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Viewing E-mall Headers (continued)

r

Welcome to Outlook Express 6

Dretailz

Internet headers far this message:

From: "Microsaft Outlook, Express Team' <meoe@microzoft, cor
To: "Mew Outlook, Express User 1
Subject: “Welcome to Outlook Express B
Date: Fri, 26 Mar 2004 21:32:40 -0300
IME “erzion: 1.0
Content-Type: text!htrml;
charzet=""z0-3853-1"
Content-Tranzsfer-Encoding: quoted-printable
#-MimelLE: Produced By Mizrosaft MimeOLE WE.00. 2800110

£l 1 ] ]

[ tezzage Source... J

i ]9 i[ Cancel J

Figure 12-4 An Outlook Express e-mail header
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M Messape Source I: [El E|
b

brum; "Microsoft Outlook Express Team' -<<msocfmicrosoft.com:-
To: "Hew ODutlook ExXpress User'
Sabject: Welcome to (utlook Express 6
Date: Fri, 26 Mar 2004 21:32:40 -0&00
MIME-Version: 1.0
Content-Type: texHt /html;
charset="1=s0-8839-1"
Content-Transtfer-Encoding: quoted-printahle
E-MimellLE: Produced By Microsoft MimeOLE Wo.00.2800.1106

<METL HTTP-EQUIV=STI"Content-Type" CONTENT=3D0"cext/html: =
charzset=3lwindow=-1252 ">

<ATYVLE:=

font{ font—Lamwily: "Verdana™; font-size: Spt: polor s F0O00000%
A:hover.defsulthi{color :§990000)

A hover  bodyTopLine {calor : §0000FTF)

A:hover {color:HO0ZZFF)

Arvizited {color:H998838)

A{ oo lor: FOODSFF}

cg=ctionlead{font-weight tho ld)

coootionMotify{colar i #0099FF;; text-decoration: undeorline; =
font—-size=:Opt}
h=aderCell{background-color : #CCC0CC; width: 140p=; h=ight : 16p=}
featuresText{font-family:Verdana,; font-size: Bpt;color : #000000%
JheadercCellline{lbackground-color: #CCCCCC; widihiZ246px - height @ 1px;
.HESSE{QESCEll{IDnE—IEIhil?:"VEIG.EI.II.EI."'F]:l:I]'.I.E—SlZE:EpE;CDlD]‘::#DDDDDD}
derfsulchicolor s 000000 cursor : hand}

plackEar{ Tont-Ismlly: "Verdaha™: Tont-21lze: BpCieolor s #FFFFFF » Tont-we 1ght th=
olcd}

ot CowText Iont—Iamlly: Verdana, Ionl-SlzZe: 7oLy COlor: #LLppnny
h=aderLinks{tfont-family: "Verdana®: font-size: Bpt: oo lor s 000000
SlghatureText{font-family: "Verdana®: font-size:8pt: font—weight :hald:color=
T EO00000

h:hnver.tngglEStylE{:ulnr:ﬁFFFFFF]

brsrimited toor eSSt leden lnr s £000000 1 b
+ ¥

Figure 12-5 Viewing the message's HTML source code
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Viewing E-mall Headers (continued)

e Novell Evolution
* Click View, All Message Headers
» Copy and paste the e-mail header
e Pine and ELM
» Check enable-full-headers

e AOL headers
» Click Action, View Message Source
» Copy and paste headers
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Viewing E-mall Headers (continued)

Ed Fwd: Project plan for new factory (=)ol
File Edit Yiew Message

E@E|&ﬁ®n|E1E1

Reply  Heply to All Forward Print Delate Jurik Mot [k Prewious  Mext

Recelved: from [192.168.1.106] ([24.18.24 250]) by mall vividround.com with Microsort B
SMTPSWC[6.0.3790.1830), Wed, 14 Feb 2007 20:12:39 -0800

Mime-version: 1.0 (Apple Message framework ve24)
To: martha. dax@superiorbicycles. biz 3
Message-ld: <45dbed34455809251cel710cf75faca @superiorbicycles biz=
Content-Type: mulipart/alternative; boundary=~Apple-Mail-1--75160152

From: |im Shu <jim shu@superiorbicycles biz=

Subject: Fwd: Project plan for new factory

Date: \Wed, 14 Feb 2007 20:12:48 -0600 (I18:12 P5T)

¥-Mailer: Apple Mail {2.624)

Return-Path: jim shu@superiorzicycles biz

K-OriginalArrivalTime: 15 Feb 2007 02:12:39.0343 (UTC) FILETIME=[C45A1BF0:01CT50A5]
R-Evolution-Source: pop:#fmartha dax@mail superiorbicycles bizf

Martha, do you have any ideas you'd lilke to input on this before Nau contacts the ministar?
Jirr

Begin forwarded message:

From: "Sam Clemens" =sam.clemens@superiorbicycles biz=
Date: February 12, 2007 12:13:42 AM C5T

1]

i, i L L R

Figure 12-6 An Evolution e-mail header
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Viewing E-mall Headers (continued)
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A Help [ RelHotes
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Figure 12-7 E-mail options in Pine
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Viewing E-mall Headers (continued)
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Figure 12-8 An e-mail header in Pine
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Viewing E-malil Headers (continued)
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Figure 12-9 Printing an e-mail in AOL
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Viewing E-mall Headers (continued)

e Hotmalil
e Click Options, and then click the Mail Display Settings
» Click the Advanced option button under Message Headers
» Copy and paste headers

e Apple Malil

 Click View from the menu, point to Message, and then click
Long Header

» Copy and paste headers
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Viewing E-malil Headers (continued)
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Figure 12-10 An Apple Mail e-mazil header
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Viewing E-mall Headers (continued)

e Yahoo
* Click Mail Options

e Click General Preferences and Show All headers on
Incoming messages

» Copy and paste headers
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Viewing E-malil Headers (continued)
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Figure 12-11 Selecting the option to view headers in Yahoo!




Examining E-mail Headers

o (Gather supporting evidence and track suspect
» Return path
» Recipient’s e-mail address
» Type of sending e-mail service
e |P address of sending server
» Name of the e-mail server
» Unique message number
» Date and time e-mail was sent
o Attachment files information
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Examining E-mail Headers
(continued)

Tl

Fecuzn=Path: +Zamspedeloyvay.coms
Pelivered To: Jim.ehwlfpuperiorhicyolen.bicz
Raewived [qeail 12780 impalked by wid ) 12 Des 2000 OS023037 =
iliti Bl
Received from ankroven [HELO SeEp.supscicrbicycles. BizE)
[l9Z.152 .64.20)] by mall.supsricrbicpoles.bi: with SATP! 121 Deo
2010 08:2%:37 =000
Feceived: [rom Web=DOe =sil0.sypusy.coom
[WEE4009  =a1 LD, spway . cos[ 192 . 258.78.27]) ]
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Figure 12-12 An e-mail header with line numbers added
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Examining Additional E-mail Files

e E-mail messages are saved on the client side or left at the
server

e Microsoft Outlook uses .pst and .ost files

* Most e-mail programs also include an electronic address
book

e In Web-based e-mail

» Messages are displayed and saved as Web pages in the
browser’s cache folders

» Many Web-based e-mail providers also offer instant
messaging (IM) services
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Tracing an E-mall Message

e Contact the administrator responsible for the sending
server

e Finding domain name’s point of contact
* Www.arin.net
* Www.internic.com
o www.freeality.com
e Www.google.com
e Find suspect’s contact information

 Verify your findings by checking network e-mail logs
against e-mail addresses
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Using Network E-mail Logs

* Router logs
» Record all incoming and outgoing traffic
» Have rules to allow or disallow traffic
* You can resolve the path a transmitted e-mail has taken

e Firewall logs
e Filter e-mail traffic
 Verify whether the e-mail passed through

* You can use any text editor or specialized tools
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(continued)

Using Network E-mail Logs
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Figure 12-13 A firewall log
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Understanding E-mail Servers

e Computer loaded with software that uses e-mail
protocols for its services

* And maintains logs you can examine and use in your
Investigation

e E-mall storage
e Database
o Flat file
e Logs
e Default or manual
e Continuous and circular
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Understanding E-mall Servers
(continued)

e Log information
» E-mail content
e Sending IP address
» Recelving and reading date and time
» System-specific information
e Contact suspect’s network e-mail administrator as soon
as possible

e Servers can recover deleted e-mails
e Similar to deletion of files on a hard drive
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4 . .
Understanding E-mail Servers

(continued)

Adwministrate rjpuparisrki syelas. bix =2030=-10-16 09 44:22 27

3. 0. L 205 s B iRk slad. bds FEESE i F d. 205
Jim_ mhoizups rizrbioyal an  bax i0isa

B 8. 0.0.0, 2010 0L E07 2508 , 00aB4) | dddpegmmus . supericrhicycles. biz B [
L 1 d010=L0=16 O9:44;22 GHT

Figure 12-14 An e-mail server log file
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Examining UNIX E-mail Server Logs

e /etc/sendmail.cf
» Configuration information for Sendmail

e /etc/syslog.conf
» Specifies how and which events Sendmail logs

e /var/log/maillog

* SMTP and POP3 communications
IP address and time stamp

e Check UNIX man pages for more information
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Examining UNIX E-mail Server Logs
(continued)

# The Tollowimg lime w=ill Send all mail lodgps ©o tha Svard logmablledg

i ma oty

marl , * dvarflogimail lag

¥ Losg &ll emsrgensy MeS3sdss LN The =2ame placs

b . m‘rg L]

*, e g flgupariwrbicrelas. biz

F This line =ill put all news and ¢-mail encoded with wucp with
Crivical errars in The #7vars 1ogsepoclser

UECD, Thwa.CT1t

Figure 12-15 A typical syslog.conf file
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Examining UNIX E-mail Server Logs

(continued)

Hay 21 10:10:32 posec sendmail [5385]: HOCUEUE:
fio.0.1.3] ¢10.G.1.1k
Hay o9 10 0 92 FoEeE J:l-m:l:l.l.j].'EQE-E]: b [l k=41 |-
[1io.0,1.37 {100,116

*wiz* conmand from

'-:I.-l|:|1.|-|_:|. copmmnd From

Figure 12-16 A maillog file with SMTP information

host=[10.0.1.1[

My 21 101244 pespr pop3d[95372]2 pert 110 seeuviee dmir from L10.0.1.1
May F1 10:17:44 poser pop3d[3373]: Login failure user=rich

Figure 1217 A maillog file with POP3 information
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Examining Microsoft E-mail Server
Logs

e Microsoft Exchange Server (Exchange)
» Uses a database
» Based on Microsoft Extensible Storage Engine

e Information Store files

» Database files *.edb
Responsible for MAPI information

» Database files *.stm
Responsible for non-MAPI information
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Examining Microsoft E-mail Server
Logs (continued)

e Transaction logs
» Keep track of e-mail databases

e Checkpoints
» Keep track of transaction logs

e Temporary files

e E-mail communication logs
* res#.log

e Tracking.log
 Tracks messages

Guide to Computer Forensics and Investigations
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Examining Microsoft E-mail Server

Logs (continued)
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Figure 12-18 A mesage tracking log in verbose mode
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Examining Microsoft E-mail Server
Logs (continued)

e Troubleshooting or diagnostic log
» Logs events
» Use Windows Event Viewer

» Open the Event Properties dialog box for more details
about an event
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Examining Microsoft E-mall Server

Logs (continued)
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Figure 12-19 Viewing a log in Event Viewer
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Examining Microsoft E-mall Server
Logs (continued)

Figure 12-20 The Event Properties dialog box
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Examining Novell GroupWise E-mall
Logs

e Up to 25 databases for e-mail users
» Stored on the Ofuser directory object

» Referenced by a username, an unique identifier, and .db
extension

e Shares resources with e-mail server databases

e Malilboxes organizations
» Permanent index files
o QuickFinder
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Examining Novell GroupWise E-mall
Logs (continued)

 Folder and file structure can be complex
* |t uses Novell directory structure

e Guardian
» Directory of every database
 Tracks changes in the GroupWise environment
» Considered a single point of failure

e Log files

» GroupWise generates log files (.log extension)
maintained in a standard log format in GroupWise folders

Guide to Computer Forensics and Investigations
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e

Using Specialized E-mail Forensics
Tools

e Tools include:
* AccessData’s Forensic Toolkit (FTK)
 ProDiscover Basic
* FINALeMAIL
e Sawmill-GroupWise
» DBXtract
» Fookes Aid4Mail and MailBag Assistant
» Paraben E-Mail Examiner
» Ontrack Easy Recovery EmailRepair
* R-Tools R-Mail

@ Guide to Computer Forensics and Investigations
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4 . . . . N
Using Specialized E-mail Forensics

Tools (continued)

 Tools allow you to find:
» E-mail database files
» Personal e-mall files
» Offline storage files
 Log files
e Advantage
» Do not need to know how e-mail servers and clients work
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4 . . . . N
Using Specialized E-mail Forensics

Tools (continued)

e FINALeMAIL
» Scans e-mail database files
» Recovers deleted e-mails
» Searches computer for other files associated with e-mail
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4 . . . . N
Using Specialized E-mall Forensics

Tools (continued)
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Figure 12-21 E-mail search results in FINALeMAIL
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e

Using Specialized E-mail Forensics Tools
(continued)

Figure 12-23 Viewing message contents in FINALeMAIL
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4 .
Using AccessData FTK to Recover

E-mall

e FTK

e Can Index data on a disk image or an entire drive for faster
data retrieval

» Filters and finds files specific to e-mail clients and servers

e To recover e-mail from Outlook and Outlook Express

» AccessData integrated dtSearch

dtSearch builds a b-tree index of all text data in a drive, an image
file, or a group of files
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4 . ™
Using AccessData FTK to Recover

E-mail (continued)

The KFF Hash Library file was not found (KFF function disabled].
You will reed to install the KFF Librarg. The install for the KFF Library
can be downloaded st www.accessdata.com under the downloads section.

[T wour hash database is stored im 2 custom location, please go to
Tools | Preferences and tell FTE where to find it.)

Press 0K to continue loading FTK without KFF functionality.

Thank you fior evaluating AccessData’s Forensic Toolkat® (FTEE), This is a
dernonsration
wversion of FTE. The following limitation is in effect:
+ & mancamurn of 5000 file items can be anabyzed
T you wish to purchase a full version of FTE, please contact AccessData at

G00-374-5199 o BOL-3T7-5410
arvisit our website at httpsfwwa.acoessdata,cam,

Lo ]

Figure 12-24 KFF warning and AccessData’s evaluation notice
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Using AccessData FTK to Recover
E-mail (continued)

Refine Case - Default

In order to save time and resources. and/or 1o sliminate imelevant data. you may chocse to exclude cetain kinds of data
from the case. Here, you can choose defaull inclusion /exclusion seftings that wil apply 1o each evidence tem that gets
added to the case. To exciude data, make any changes to the settings below. Note: any tems that gat excluded wil not
appear arywhers in he case, and wil be nacosssible.

[ e i —— ————————

7] Fle Sack (data bayond the and of the logical fils bt within the area aflacated to that fia by the fie system)

|71 Free Space fareas in the file system not currently slocated o any fie. bt possbly cortaning deleted fie data)

|} KFF Ignorabie Fles fles found by KFF lo be forsnscaly unmpodant. 12, 03 system files, known appications. =l )
[ Beract files from KFF ignomble contarers

Condtionally Add

Add oihver tems 10 the case only # they sabefy BOTH the file status and the fl= ype v citena

Fila Satus Catena Fle Type Crtena

Dedetion Status:  Encryption Status: Bl Status: [V Documerts [ Bxectablas
© Deleted £ Encrypted @ From amai [¥] Spreadaheets [V Archives
i MNctdelted 7 Notencypted ) Not from emadl [¥! Databases I Folders
@ Bther © Ethar ) Exher || Graphica [ Other Known

|7 Include Dupicate Files 7| OLE Streams ¥ Mutimeda [V Unknown

[V Emai mags

[ cBack |[ Net> | [ Concs |

Figure 12-25 The Refine Case - Default dizlog box




Using AccessData FTK to Recover

E-mail (continued)
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Hella,
Age poo looksng for mvestors for yowr company™ We speonlze in small to medism size companies that have o
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Figure 12-28 The E-Mail tab showing all messages
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e

Using a Hexadecimal Editor to Carve
E-mall Messages

e Very few vendors have products for analyzing e-mail
In systems other than Microsoft

e mbox format
 Stores e-mails in flat plaintext files

e Multipurpose Internet Mail Extensions (MIME)
format

» Used by vendor-unique e-mail file systems, such as
Microsoft .pst or .ost

e Example: carve e-mail messages from Evolution
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A\

5 6 @8 8 & B|C D E 012345ATASARCHER

F
ODOFLI0ED 20 Oh 3E 20 40 61 72 74 68 61 0A 3E 20 Oh OAJEE .» Mesthe.: ..J -
JOOF10FED 72 AF &0 20 74 65 72 72 79 73 A1 &4 BC BS 72 A0 rom terrysadlerd
DoOF1I00 &7 GF &F FF T2 ZE &3 eF eD Z0 53 &1 T4 20 46 65 aoowy,.com Sat Fa
00071110 &2 Z0 31 37 @0 3T 35 3Ia 31 35 IR I4 3T 0 3T 30 b 17 15:15:4% 20
JO0F1120 30 37 OA 52 E5 63 &5 B9 76 B3 64 FA Z0 68 72 6F O7.Recesived: fro
DO071130 A0 20 73 R0 74 FO 20 T3 BA T4 20 30 F1 FE TR 69 W smtp-sjt-01.wi
DOOF1140 76 69 &4 72 EF 75 &E 64 ZE 63 6F 6D 20 28 5F 31 widround.com [[1
DO0F1150 33 3% 2E 32 34 39 2E 32 32 34 ZE 32 35 32 5D 29 99.249.224.252])
D00F1160 20 62 ¥9 DA 0% 6D &1 69 o0 22 76 69 7o 6% 64 72 by..maal.wviwvidr
a0ao7117¥0 A7 75 GE 64 ZE 63 &F GO 20 77 6% 74 63 20 4D 69 outd.con with Hi
JO0F1180 53 72 &F 73 BF &6 74 20 53 4D 54 50 53 S8 <23 258 crosoft IHTPSVC([
Do0F1290 35 2E 30 2E 22 37 39 30 2E 31 36 33 20 29 IP 20 &.0.3790.1830);
000F13A0 53 61 74 30 20 31 37 20 46 85 62 20 22 30 30 37 EBat, 1F Fab 20407
AO0F11E0 0% 0% 31 35 24 31 35 3A 34 35 20 2D 30 A& 30 IO . .15:15:45 -0&0D
JOOFLICD DA 52 65 B3 B 69 76 BS 64 34 20 &6 72 6F &D 20 .Received: fromn
00071100 73 6D 74 70 31 2E &7 GF &6F 77 79 2ZE 63 GF 60 20 mmtpl.goowy.com
DOODF11ED 23 73 &D 74 70 31 2E &7 &F &F 77 79 Z2E 631 &F &D {“tPLE“DW-‘-’D“D
DOOF11F0 20 SE 32 30 39 2E 31 32 3& 2F 32 34 37 2E 3% 10 [209.126.247 .20
J007F1E00 35 5D 29 20 62 ¥9 0OA D3 73 6D 74 70 ZD 73 6A T4 5]) bw..smtp-sit
J00F1210 =0 30 31 ZE Y& 69 76 69 64 T2 A6F 75 6E 64 ZE 63 ~0l.wividroumd.ec
jooF1220 57 6D 20 28 3§ 2E 31 32 2E 31 31 2F 38 2E 31 32 om (6.12.11-8.12
DOOF1230 2% 31 31 29 20 77 6% 74 68 20 45 53 40 S4 50 20 .11} with ESHTP |»

Offset byte count fram beginning of file
Figure 12-29 Hex Workshop displaying the beginning of the e-mail from Terry Sadler
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Ending posifion for this message
Figure 12-30 Hex Workshop displaying the ending position of the e-mail from Terry Sadler
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Using a Hexadecimal Editor to Carve
E-mail Messages (continued)

] tesrysadier-marths-inbex - Notepad =& ]=]
File Edit Fermat  Wiew Help

From terrysadler@qoowy. com Sat Feb 17 15:15:45 2007peceived: from smtp- -
sfr-0l. vividround, com ([198.249. 224, 252]) by mail. vividround, com with —
M cr-a:.l:.snf[ ?TI’EU‘EI:E.EL 3?90_1310%; sat, 17 rFeb 2007 15:15:45]5&'
Received: from smtpl.goowy.com (smipl, Dﬁ{.iﬂl 209,126,247, 203]) b
smp—sjt—ﬂl-vwmrnung.ﬁ (8. 12..1.1,-"5.?2.1 Y with esure 1d llHLAEgDﬂgﬂlDE
for =martha.daxdsuperiorbicycles. biz=; Sat, 17 Feb 2007 15:10:38 -060dQ
(csTireceived: (gmail 2864 invoked from network); 17 Feb 2007 21:01:53 -
0o00Received: by simscan 1.1.0 ppid: 2857, pid: 2859, t: 0.1710s

SCAMNErs : attach: 1.1.0 clamav: 0, 88,4, m:36,/d:1506 spam: 3.1.2x-
spam-Checker-version: Spamassassin 3.1.2 (2006-05-25) on smopl. goowy. com g
X=-Spam-Level: X-Spam-Status: No, score=0,5 reguireds=2,5

C@STs=ALL_TRUSTED,BLZ_TLD, HTML_50_G0 , HTHML _MESSAGE
autolearn—disabled version=3,1, 7ZReceived: from unknown (HELD
webserver(02) ([192.168.25.102]) {envelope-sender
:terrFsad'ler'I!gnmy. com=-) by smTpl. . COm {gmail-ldap-1.03) with
swTP For «martha. dax@superiorbicycles.bizs; 17 Feb 2007 21:00:53 -

nﬂnﬂgﬂgﬁr: id: : 520051From: terrysadler <terrysadlerig . com=Rep Ty-To:
terrys er <terrysadlerfgoowy. com=To: maritha, daxisuperiorbicycles.biz
pate: Sat, 17 Feb 2007 21:15:44 GMTMessage-ID:
<2af0315684b5c460e35036ddd6719529f Bwebser ver (02>5ubject . Investor SMIME=
version: 1.0x-Mailer: goowy mail - herp://eww, goowy. comPriority: uormalx
-priority: JCentent-Type: multipart/alternative; boundarys"----

=_EDNE_ Gacd7458-dech-def6-bcEc-d47EEeDB01 00" X-efrism-Trap: befault
‘I"I'ELEJ-'.—EGUE'EI—E-EIJI'E! {) 0.6 BIZ_TLD,HTHL_50_60,HTML_MESSAGEX-Scanmed-By:
efrizm email filtering liance om 199, 246, 224, 352peturn-eath:
terrysadlerdgoowy. comd-originalarrivalTime: 17 Feb 2007 21:15:45. 0640
[uTC FILETIME=[CO9DEFESD:01CT 5208 X-Evolution-Source

pop://martha. dax@mail, superiorbicyclies, biz/x-Evolution: OOOOM0La-0010This
15 a multi-part message in MIME format, ------ =_EDNP_D000_Gacd7458-dech-
defe-bolc-d478Ee001 SbContent -Type: text/plain; charset="1is0-E85%-1"
content-Transfer-gncoding: quoted-printable=0aHello, =0a-0asre you
Tooking for imvestors for your company? we speci-alize in small to medium
s1ze companies thar have a proven track record= for making quality

Figure 12-31 Carved e-mail message in Motepad
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Using a Hexadecimal Editor to Carve
E-mail Messages (continued)

From terrysadlerfgoowy. com 5at Feb 17 15:15:45 2007

received: from smrp-sie-01.vividround. com ([193. 249, 224.25212
by. .mall. vividround. com with Microsoft smTesve(6. 0. 3790, 18307 ;
sat, 17 Feb 2007 15:15:45 0600

Received: from seipl.g -cof {smCpl.goows. com [208_ 126247 _205])

bry. . smtp-sjt-0L.vividround. com 35.12.11;"5.12.11} with ESMTFE

id TIHLACgDOEOL0S, . for «martha. dax@superiorbicycles, biz»; Sat, 17
Feb 2007 15:10:38 -0800 (C5T)

Received: ([gmail 2864 irvoked from metwork); 17 Feb 2000 21:01:53 -0000
received: by simscan 1.1.0 ppid: 2857, pid: 2850, ©: 0.1710s
scanners:,.attach: 1.1,0 clamav: 0.88.4/m:38,/d:1506 spam: 2.1.2

X-Spam-Checker-version: SpamAssassin 3.1.2 (2006-05-25) on smipl. goowy. Com
E=-Spam-Leve]: X-Spam-Status: Mo, score=0.5 required=4.5

Tests=ALL_TRUSTED, BIZ_TLOD, .. HTML_S50_60, HTHL_MESSAGE autolearn=disabled
version=3.1.2

received: from unknown (HELO webserver00z) ([182. lﬁu.zs.lw];] 1gtnwlnp|
a_ -

-sender <Terrysadler®g - COE SETRL . QOowy . COm {gm ap-1.03)
with SMTP for <martha. m\super¥nr icycles. biz»;

17 Feb 2007 Z1:01:53 -0000goowsy: id: @ 320051

From: terrysadler =terrysadlerdgoowy. com=-Reply-To: Terrysadler
<terrysad]erggoowy. coms

Ta: martha. dax@superiorbicycles.biz
Cate: Sat, 17 Feb 2007 21:15:44 GMTMessage-ID:

<2af 031 584b3c460u Db I6dddE7 L D52 91 Bwebs arver 002 =
Eubject: TrwvestorsMIME-version: 1.0x-Maller: goowy mail -

Figure 12-32 After fomatting the e-mail message in Motepad
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Summary

e E-mall fraudsters use phishing and spoofing scam
techniques

e Send and receive e-mail via Internet or a LAN
e Both environments use client/server architecture

e E-mail investigations are similar to other kinds of
Investigations

e Access victim’s computer to recover evidence

» Copy and print the e-mail message involved in the crime or
policy violation

e Find e-mail headers
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Summary (continued)

 |nvestigating e-mail abuse

» Be familiar with e-mail servers and clients’ operations
e Check

e E-mail message files, headers, and server log files

e Currently, only a few forensics tools can recover
deleted Outlook and Outlook Express messages

e For e-mail applications that use the mbox format, a
hexadecimal editor can be used to carve messages
manually

@ Guide to Computer Forensics and Investigations




Summary (continued)

o Advanced tools are available for recovering deleted
Outlook files




