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Step 1: Append Padding bits

padding bits are added to the original message to make the original message equal to a value 

divisible by 512.

Example –

• The massage padding is applied to the last data block such that SHA-1 can process the data

of n×512 bits.

• The last two words (64 bits) of padded message are reserved of the original message length

(in bits).

• Input message – ‘abcde’ – 40 bits

• 01100001 01100010 01100011 01100100 01100101.

• After ‘1” is appended, 407 ‘0’ are required to complete 448 bits. In Hex, this can be written 

as: 

61626364 65800000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000
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Step 2: Append length

The rest two words are preserved for the original message 

length. 

As per example, length of msg = 40 = “00000000 00000028” (Hexadecimal Value). 

As a result, the passed massage is 

61626364 65800000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000000 

00000000 00000000 00000000 00000028.
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Step 3: Initialize the hash buffer
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Step 4:  SHA Processing

Each round = 20 iterations. Total iterations = 80
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Step 4:  SHA Processing
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Step 4:  SHA Processing
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Step 4:  The Output



Let’s recall MAC ..
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Hash based Message 
Authentication Code (HMAC) 

• Hash-based message authentication code (HMAC) is a mechanism

for calculating a message authentication code involving a hash

function in combination with a secret key. This can be used to

verify the integrity and authenticity of a message.

• HMACs are almost similar to digital signatures. They both enforce

integrity and authenticity. They both use cryptography keys. And

they both employ hash functions.

• The main difference is that digital signatures use asymmetric

keys, while HMACs use symmetric keys (no public key).
16



HMAC Authentication
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How does HMAC Work ?
A data integrity check on a file transfer.

• Let's say a client application downloads a file from a remote server. It's

assumed that the client and server have already agreed on a common

hash function, for example SHA2.
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How does HMAC Work ?
• Before the server sends out the file, it first obtains a hash of that file using the

SHA2 hash function. It then sends that hash (ex. a message digest) along with

the file itself.

• Upon receiving the two items (ex. the downloaded file and the hash), the client

obtains the SHA2 hash of the downloaded file and then compares it with the

downloaded hash.

• If the two match, then that would mean the file was not tampered with.
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How does HMAC Work ?
• If an attacker manages to intercept the downloaded file, alter the file's contents,

and then forward the altered file to the recipient, that malicious act won't go

unnoticed.

• That's because, once the client runs the tampered file through the agreed hash

algorithm, the resulting hash won't match the downloaded hash.

• This will let the receiver know the file was tampered with during transmission.
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How does HMAC Work ?
Authenticity Check

• An HMAC employs both a hash function and a shared secret key.

• A shared secret key provides exchanging parties a way to establish the

authenticity of the message.

• That is, it provides the two parties a way of verifying whether both the

message and MAC (more specifically, an HMAC) they receive really came

from the party they're supposed to be transacting with.
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How does HMAC Work ?
Suitable for File Transfers

Efficiency - hash functions can take a message of arbitrary

length and transform it into a fixed-length digest. That means,

even if you have relatively long messages, their corresponding

message digests can remain short, allowing you to maximize

bandwidth.
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HMAC Structure
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HMAC Structure
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MAC and HMAC reference

• Stalling
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