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* The security implications of not following any of the practices that apply to the application, should be //:\)\
clearly understood y |




Si when accessing the database.
« Use secure credentials for database access.

* Do not provide connection strings or credentials directly to the client. If this is unavoidable, encrypted them.
* Use stored procedures to abstract data access.

* Turn off any database functionality (e.g., unnecessary stored procedures or services).

* Eliminate default content.

* Disable any default accounts that are not required to support business requirements.

+Close the connection as soon as possible.

* The application should connect to the database with different credentials for every trust distinction (e.g., user, read-only user, guest,
administrators).
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CONTRACTED DEVELOPMENT

* |dentify security requirements to be added to outsourced software development projects.

* Include them in the RFP and Contract
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* Serves as an easy desk reference



* OWASP Enterprise Security API (ESAPI) Project

* Verify the effectiveness of security controls
. v ‘\\\
* OWASP Application Security Verification Standard (ASVS) Project) | /(\ \\
» Establish secure outsourced development practices including defining security requirements and verification ‘ ) !

methodologies in both the RFP and contract \_ /
*  OWASP Legal Project




